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1
Decision/action requested

This contribution proposes a new Key issue on authorization in the UE-to-Network relay scenario
2
References

[1]

5GIS11_01 LS GSMA 5GIS to 3GPP CT4 IEData-Type v3, N32-f Protection Policy IE Data-Type Mapping. 
3
Rationale

One LS [1] related with N32-f Protection Policy IE Data-Type Mapping issue was received from GMSA 5GIS#11. 

As illustrated in the LS, three types of Data-Types of IEs were defined in TS 33.501, and TS 29.573, and 5GIS, i.e. 

	IE Type
	Clause 5.9.3.3 and 13.2.3.2 of TS 33.501 
	Table 6.1.5.3.5-1 of TS 29.573
	5GIS

	“UEID”
	SUPI
	IE of type UE identity (e.g. SUPI).
	These IEs shall be considered to include any identity that could identify the UE. This includes long-lasting identities such as Charging ID

An example of a UEID IE is TS29518_Namf_EventExposure.yaml /namf-evts/v1/subscriptions post Request subscription/gpsi

	“LOCATION”
	e.g. Cell ID and Physical Cell ID
	IE carrying location information.
	These are IEs which carry Location information. What defines location information is suggested to be a location that is relatively precise. In real-life, a continuum can exist in location precision, but for this mapping generally countries or operators would not be considered to be location, but Cell-IDs would be. If an IE can give a precise location, then it has this mapping.

An example of a LOCATION IE is

TS29518_Namf_EventExposure.yaml
/namf-evts/v1/subscriptions post Response reportList/*/location/eutraLocation/ecgi/eutraCellId

	“KEY_MATERIAL”
	Cryptographic material
	IE carrying keying material.
	These are IEs that carry key material. Specific example would be encryptionKey and encryptionAlgorithm. UPU related information would also fall under this.

	“AUTHENTICATION_MATERIAL”
	Authentication Vectors
	IE carrying authentication material like authentication vectors and EAP payload.
	These are IEs which carry authentication material like authentication vectors and EAP payload. 

	“AUTHORIZATION_TOKEN”
	'authorization token
	IE carrying authorization Token
	These are IEs which carry Authorization Tokens. The oauth2 access_token would be of this type

	“OTHER”
	
	IE carrying other data requiring encryption.
	These are IEs which do not fall into one of the above types, but they would be considered sensitive, and which protection policies may wish to confidentiality protect

	“NONSENSITIVE”
	
	IE carrying information that are not sensitive.
	These are IEs that would are regarded as sensitive. a protection policy would not normally encrypt (confidentiality protect) these.


Obviously, SA3, CT4 and 5GIS do not have the same understanding on these IEs. Hence, a guideline for these IEs are required to align. It is suggested to evaluate the above IEs one-by-one, and give out a concrete proposal for all the groups from the security point of view.
· “UEID”

For the UE ID, only SUPI is required for confidentiality protection, as defined in SA3. Not all the ID identifying the UE shall be encrypted, such as the charging ID, GPSI listed in the 5GIS. 
· Charging ID, defined in the TS 29.572, is used to correlation of charging information, which is not closely related with SUPI. Hence, there is no need to cipher it over the N32-f interface.
· GPSI defined in clause 5.9.8 of 3GPP TS 23.501, is needed for addressing a 3GPP subscription in different data networks outside of the 3GPP system, which is already public in the outside, such as sending the GPSI to the AAA-S during the slicing authentication. Hence, there is not needed to cipher it when sending on the N32-f interface.
Proposal 1: the “UEID” that needs to be ciphered on the N32-f interface is SUPI.

· LOCATION”
In addition to the Cell ID, and Physical Cell ID, the LOCATION IEs shall include the TAI. These three location IEs are clearly specified in the 3GPP, and commonly used to location the UE’s location. Hence, they shall be ciphered in the N32-f interface.
Proposal 2: the “LOCATION” that needs to be ciphered in the N32-f interface is Cell ID, Physical Cell ID, and TAI.

· “KEY_MATERIAL”
The key material is used to include all the keys which will be transferred via the N32-f interface. From the security point of view, only the Kseaf will be transmitted from the AUSF of the home network to the SEAF (collocated with AMF) of the serving network. Hence the key Kseaf shall be ciphered

However, the encryptionKey and encryptionAlgorithm defined in 5GIS is not in the scope of TS 33.501 procedures. For example, the NAS key or AS key is not related with N32-f interface. 

Furthermore, the UPU packet is already integrity protected, such as the Routing ID, or the configured NSSAI. The secured packet in the UPU packet is ciphered by the security mechanism of the USIM. Hence, UPU packet does not needs to be ciphered.

Proposal 3: the “KEY_MATERIAL” that needs to be ciphered in the N32-f interface is Kseaf.

· “AUTHENTICATION_MATERIAL”
From the security point of view, only the authentication vector sent from AUSF to the SEAF needed to be encryption. Hence, EAP payload can be removed.
Proposal 4: the “AUTHENTICATION_MATERIAL” that needs to be ciphered in the N32-f interface is authentication vectors.

· “AUTHORIZATION_TOKEN”
It is already agreed that the access token shall be ciphered.
· “OTHER” and “NONSENSITIVE”
For the “OTHER” and “NONSENSITIVE”, it depends on the configuration. Hence, alignment is not required.
4
Detailed proposal

It is proposed to do the following actions in SA3:

· endorse the above 4 proposals
· approve an accompany CR S3-201850 to clarify these IEs in TS 33.501

· and send an LS S3-201849 to CT4 and 5GIS.
